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DEFCON 2012 Recap

● 100% break of MSCHAPv2
● Provides mutual authentication with a password
● Specifically focused on usage with PPTP VPNs
● Also used for WPA2-Enterprise

● Nothing new
● Schneier, Mudge, and Wagner published 257 attack 

in 1999
● Showed that state actors and well funded groups 

could crack this
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Known Plaintext

Ciphertext
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Password

9614 = 5.6e27 = ~292 
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Key(s)
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So what was new??

● We demonstrated that it can actually be done with 
256 DES computations

● And we let everyone do it
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Isn't DES easy to crack?

EFF DES Cracker
256 / 90,000,000,000 = 9.2 days

AWS EC2 CPU Instances
80,000 CPU cores

~$125,000/key

AWS P1 Instances
1,800 GPUs

~$20,000/key

Virtex-6 LX240 FPGAs
48 FPGAs
$20/key

24 hours:
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Everyone rushed to fix things!

● J/K LOL!
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Since then...

● Got some interesting jobs

Plaintext Ciphertext1 Ciphertext2

b626b695d3484d73 028cfe9f29bb0f57 9f012865e1c7bd05

1122334455667788 53d6c7446351200a f458f90b13c35d1d

9b3ade697231be6c 843e7dc50d856104 843e7dc50d856104
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Started seeing articles...
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DES was very much still alive

● People were obviously using the system for 
more than what we originally intended

● One day traffic dropped and I started 
receiving emails
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404

● cloudcracker.com disappeared in late 2015
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Reinventing the service

● What were people using it for?
● What features should we add?
● How can we kill DES once and for all?



 crack.sh is a service of the ToorCon Information Security 
Conference and is provided for research purposes only.

BSIDESLV 2017

Windows Authentication

● Lanman and NTLMv1 authentication
● Metasploit SMB Capture with 100% success rate 
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Windows Authentication

● 100% break in Lanman/NTLMv1 Windows 
Authentication

LANMAN Hash
NTLM Hash
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Windows Authentication

● Using Responder
● Use --lm flag to downgrade to LM/NTLMv1
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WPA2-Enterprise

● Most environments don't validate the server 
certificate (or the user authenticates anyway)
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WPA2-Enterprise

● 100% break in WPA2-Enterprise MSCHAPv2
(For environments that don't properly validate server certificate)



 crack.sh is a service of the ToorCon Information Security 
Conference and is provided for research purposes only.

BSIDESLV 2017

Cracking SIM Cards

● “Rooting Sim Cards”
- Karsten Nohl, SRLabs BH USA 2013

Mr. Robot S2E9
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Known Plaintext Interface

● Decided to provide a general purpose 
interface

● Most of the time simple rules work best:

for (int i=0;i<2^56;i++) {
result = DESkey[i](ciphertext);

if ((result & mask) == (plaintext & mask))
key = result;

}

https://github.com/h1kari/des_kpt
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Kerberos

● If DES is supported, downgrade is trivial
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Kerberos: Downgrade

● Simple ettercap filter to s/*/des-cbc-crc
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Kerberos

● ASN.1 Plaintext can be easily determined
● CBC lets us easily crack Key with any block in 

protocol 

CT
N-1    

KPT   PT
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Kerberos

● 100% break of DES Kerberos

https://github.com/h1kari/des_kpt
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DES crypt() Hashes

● Started receiving emails asking if I can crack 
them

● Initially designed so a PDP-11/70 would take 
> 1 second to compute (vs 1.25ms for M-209)

● But no one uses DES crypt() anymore? Right??
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DES crypt() Hashes

● QNX Anybody?
● “50 Million Vehicles and 

Counting: QNX Achieves New 
Milestone in Automotive 
Market“

- QNX Press Release 1/15
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DES crypt() Hashes

● 100% break of DES crypt()

968 * 25 / 640,000,000,000 = ~3 days
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Must be secure passwords out there

● Right?
● Right??

root:root
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DES crypt() Hashes

● QNX Anybody?
● “50 Million Vehicles and 

Counting: QNX Achieves New 
Milestone in Automotive 
Market“

- QNX Press Release 1/15

vuihgwdn

dtdonkey
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des_kpt API
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des_kpt API
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des_kpt API
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Still a problem..

● Biggest problem is that we charge for the 
service

● Form of rate limiting
● Power costs money

● What if we could make this service FREE?
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Rainbow Tables?

● Very Large Keyspace
● Largest Ophcrack Table (Vista eightXL)

● 958 = 6,634,204,312,890,625 = ~252.5

● 2.0TB for 99% Success Rate

● Our DES Table Goal
● Just for 1122334455667788
● 256 (> 10x bigger)
● 6.0TB for 99% Success Rate
● Real-time crack rate



 crack.sh is a service of the ToorCon Information Security 
Conference and is provided for research purposes only.

BSIDESLV 2017

Parameters..

● Service Hardware
● 6.0TB of NVMe Storage
● 12x XCKU060 FPGAs (borrowed :-)
● Tyan Server (borrowed :-)

● Table parameters
● Chain Length: 500,000
● Chains: ~275 billion per table
● Tables: 3 (2TB each)
● Crack time < 3 seconds!
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Table Generation!

● “Borrowed” some hardware
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Delays...

● Hardware woes!
● FPGAs overheating
● Stepping issues
● Power supply over current
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Analysis of first table

● Spent weeks generating chains..
● High collision rate!
● Basically unusable
● But learned lessons

● New parameters!
● Chain Length: 500,000
● Chains: ~64 billion per table
● Tables: 12 (512GB each)
● Crack time < 12 seconds
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Now get 'er done?

● Some “borrowed” hardware needed to go 
back

● Otherwise good to go!
● Fast forward weeks...
● Actually up to about a week ago !
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Time to crack!

● Cracking system up!
● But tables only 50%

FPGAs

Foam

NVMe Drives
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Cracking...

● Fortunately 50% of the tables means ~92% 
success rate!
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Anyway..

● FREE!
● And getting better every day
● Will be at 99.5% next week
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Demo Time?

● Using Responder
● Make sure challenge is set to 1122334455667788
● Use --lm flag to downgrade to LM/NTLMv1
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One last thing..

● Releasing an API
● REST interface for submitting jobs
● https://crack.sh/submission-api

● ErrBot plugin
● https://github.com/frozenfoxx/err-cracksh

● hostapd-wpe plugin
● Defcon Demo Labs this Saturday 12:00-13:50
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Thanks!

● Help from many 
friends!

● Moxie Marlinspike
● Rob Fuller (mubix)
● Mark Gamache
● Metasploit Team
● Rachel Engel
● Brad Hill

                                          
    

● Scott Stender
● Mudge
● Bruce Schneier
● David Wagner
● Karl Koscher
● Frozen Foxx
● Ian Foster
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Questions/Comments?

● Help kill legacy crypto!
● Email me to run free jobs

● https://crack.sh
● https://github.com/h1kari/chapcrack
● https://github.com/h1kari/des_kpt

● David Hulton <david@toorcon.org>
● ToorCon 19 San Diego                     Aug 29 - Sep 3, 2017
● ToorCamp 4 Orcas Island                     Jun 20 - 24, 2018
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